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3. PCF Architecture

m Y HiE A A1

.

VDI or VPN External DNS
Users Developers Operators
https://aaa.dev.xxx.io T https://apps.system.tdev.xx% https://opsman.tdev.xxx.io
Proxy LB ¢ LB Internal DNS
HA-Proxy
LB
i (for SSH) L8

' = BOSH DNS
* PAS l — y

fis — 5

l><l L, NTP

aaa-admin aaa-server-auth
; nal
aaa—adm'\\’\.apps~‘nter
aaa aaa-api rcs-server-api aaa-server-api
| -
Org name: | aaa_web
res aaa-server-admin aaa_was
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3.1 WEB-WAS 22| 2 (1/2)

m M2 o 2} 1Se] Gorouter?t OF:l PAS 2| GorouterE S3iAM IS2 E4 7t5

All other CF
components
TILE-IS
Load Balancer for
*.cf-system.com »| Gorouter »| Diego Cell
*.shared-apps.com

*.private-apps.com

-

Diego Cell

ATETYs | Pivotal
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4.1 WEB-WAS &2| 274 (2/2)

B Private-domaina 9| Private &4l 7l

All other CF
components
TILE-IS
Load Balancer for
* cf-system.com »( Gorouter »| Diego Cell
*.shared-apps.com
1IS1
Load Balancer for
»| Gorouter —| Diego Cell
*.private-domain.com
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4.2 Database

H Topology for MySQL
« Single
* Leader-Follower (Write — Read-Only : Fail-Over)

» Galera Cluster (MySQL Cluster Tool)

Leader-Follower

Multi-zone Cluster (Galera)

App
Q MariaDB
=)
ER BB L= o ] ]
..................................... . Load
I [ Balancer
B MariaDB
c u % server Proxy Customer
™ provided
AZA1 N / ..........................
) MariaDB
> server
w

https://docs.pivotal.io/p-mysal/2-7/about-leader-follower.html

https://docs.pivotal.io/p-mysql/1-10/architecture.html
9 .
A reeazee | Pivotal



https://docs.pivotal.io/p-mysql/1-10/architecture.html
https://docs.pivotal.io/p-mysql/2-7/about-leader-follower.html

4. Pivotal PAS 1= @2

4.3 Container(Multiple Buildpacks)

=)

- - /bin/supply
Customizing — : —
cflinuxfs3 Buildpacks BUIIfipack(Monltorlng)
- /bin/supply

cflinuxfs3

10 https://d .pivotal.i ivotalcf/2-6/buildpacks/understand-buildpacks.html .
ps://docs.pivotal.io/pivotalcf/2-6/buildpacks/u r uildp gefgzgmg |PIVOtCI|
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4.4 VM (BOSH Add-on) - X}& BL|E{Z 5! BA Add-on

m{\
C CExternaI /\v'l / \
lamAV DB
unverllfled ;/l' PCF

- / ClamAV Mirror VM \ \\

Custom SSH login banner . BOSH VM \
_ [ reshelam |
releases: DB verifier and | | / N\
- name: os-conf Mirror Server \ ClamAV Add-On
version: 3 ‘\ PEEPN
ne 0 | freshclam |

virus DB L )
addons: (unverified) =
- name: misc

jobs: \
- name: login_banner K
release: os-conf K
properties: \
login_banner:
text: |

This computer system is for authorized use only. All activity is logged and
regularly checked by system administrators. Individuals attempting to connect to,

port-scan, deface, hack, or otherwise interfere with any services on this system
will be reported.

https://bosh.io/docs/addons-common/
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4.5 Backup - Configuration

S bbr director \

m BBR(Bosh Back Restore) Director —-private-key-path PRIVATE-KEY-FILE \
--username bbr \

--host HOST \ backup

Ops Manager Version

- CjAF : Configuration (Ops Manager)

PAS with External

Yes Yes Yes Yes Yes Yes
Database
BOSH Director with

No Yes Yes Yes Yes Yes
External Database
PAS with Amazon

Yes Yes Yes Yes Yes Yes

S3 Blobstore™

BOSH Director with
Amazon S3 No No No No Yes Yes
Blobstore™

PAS with S3-
Compatible Yes Yes Yes Yes Yes Yes
Blobstore

Deployment Type

BOSH Director with
S3-Compatible No No No No Yes Yes
Blobstore

PAS with Azure

Add-on Yes Yes Yes Yes Yes
Blobstore
PAS ith
wit GCcs No No No No Yes Yes
Blobstore
BOSH Director with
No No No No No Yes

GCS Blobstore

* Any S3 clone that supports the versioning APIL.

ATETYs | Pivotal
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4.5 Backup - Data

B Deployment Backup

- Lj 4t : Data (PAS Tile §)

S bbr deployment \

--target BOSH-DIRECTOR-IP \

--username BOSH-CLIENT \

--password BOSH-PASSWORD \

--deployment DEPLOYMENT-NAME \

--ca-cert PATH-TO-BOSH-SERVER-CERTIFICATE \
pre-backup-check

bbr Backup Workflow

]

PCF Operator

1 bbr backup pcf-deployment

|

Secondary Backup Store Jumpbox
4 transfer
DaSE— artifacts out =
a of network/AZ - . i bbr
] |
Call
transfer artifact baclfuz
3 from deployment ==l e
to jumpbox \
Backup scripts:
; GGIEERE backup-lock
backup
PCF Deployment backup-unlock
MEGAZONE
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